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Introduction to Secure Data Destruction and Surplus

AERC.COM, Inc. (AERC Recycling) is proud to have been awarded the Secure Data Destruction and Surplus (SDDS)
contract, VA-040917-DYNT by Virginia Information Technologies Agency (VITA) in October 2004. AERC has been
working diligently to maintain and grow the program that allows qualified organizations use of the SDDS system to surplus
all qualified technology devices within the Commonwealth of Virginia. AERC continues the strategy of the SDDS online
system...creating a long-term surplus application that is available to all users of the SDDS contract.

Highlights of the SDDS system are as follows:

YVV VYV VVVVVVYVY

Note:

Internet based.

Secure 128 Bit SSL encrypted site to protect your information.

Username and Password protected.

Tiered user authorization for surplus registration and surplus approval.

Can manage single locations or multiple locations at the same time.

Dynamic costing model to allow forecasting of SDDS costs.

Complete tracking capability down to a single unit from initial equipment registration to the final destination of
resale, donation or destruction.

Allows for online creation and archiving of data and unit destruction certifications that comply with electronic
signature and VITA ITRM security documentation requirements.

Reports revenue returns to the Commonwealth from resale.

Allows for the import and export of data to and from other asset tracking systems.

Use of the SDDS system is mandatory to use the SDDS contract. DynTek must provide a universal surplus
tracking system to the Commonwealth. Use of this system is the only means to cover this commitment.
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How the SDDS Program Works

Anyone would think that the surplus of a computer or other technology device is fairly simple. But the potential data
security and ecology damage that a computer can yield is enormous. For this reason, VITA has assigned responsibility of
technology surplus to AERC. Assignment of this responsibility to a 3rd party vendor allows an organization to focus on the
forward momentum of its operation and not worry about items that were displaced from use. The responsibility of securing
SDDS items falls to AERC and the accountability of meeting the security and ecological requirements the Commonwealth
demands will be the sole responsibility of AERC and no longer that of the organization that uses the SDDS program.

The SDDS Lifecycle (Grey rows highlight what is covered in this document.)

Responsible

Phase | Milestone Description o P Outcome
rganization
DGS, Requesting .
Phase SDDS : Organization applies to use SDDS Organization, Use_of SLE EWiEoies) e
Registration denied by DGS.
AERC.
Organization creates a list of locations
2 Organization where surplus equipment exists as well | Requesting Organization is ready to begin
Registration as a list of users authorized to surplus Organization surplus.
equipment in those locations.
. Authorized users in local offices begin : Unique “Batch pr_oflle IS
3 Equipment the process of registering items Requesting created for administrative
Registration ideni)ified for surglus 9 Organization review. Equipment list is
’ entered into SDDS
Organizations Agency Administrator Batch is modified to
4 Batch Audit reviews requested surplus equipment Requesting management approval. Quote
batch and modifies, approves or Organization generated and PO issued to
denies. SDDS Cost is listed at this time. AERC.
. . . Requesting Collection schedule reviewed
5 Collection AERC ;oordlnates with cI_|ent to arrange Organization, and approved. Items removed
collection based on the final batch list AERC from locations
AERC validates SDDS information of
R items that are registered and modifies .
6 Validation any discrepancies. Organization can AERC Items moved to evaluation.
review any changes.
Items are evaluated according to their itfgjasstvggl et:)c? '?;i()slci'é ggg:éegn
7 Evaluation registered information and physical AERC the item ?%eelting or failing the
review. evaluation criteria.
Item is ready for
. . redistribution or destruction.
8 Sanitization Data and any other markers identifying AERC Item is certified as ready for
the organization are removed. - .
reuse or is certified as
destroyed.
. Requesting
R Item is sold, donated or destroyed. L -
9 Destination Final report is available to organization. gé?)\acnlzatlon, Billing
et e
10 | Administration 9 Organization, Activity Closure

Organization is billed for batch
processing costs.

AERC.
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Contract Details

Contract Number: VA-040917-DYNT

Issuing Authority: Virginia Information Technologies Agency
Type of use: Optional

Contract Term: 3 Years with 3 Optional 1-Year Extensions

eVA Supplier Details: AERC.Com, Inc.
116 Sylvia Road
Suite E
Ashland, VA 23005
United States
Phone: +1 (804) 798-9295
Fax: +1 (804) 798-9295
Email: amesser@aercrecycling.com

‘ Contract Contacts

VITA

Gregory Scearce

Tel: (804) 416-6166

Email: gregory.scearce@vita.virginia.gov

DGS

Joseph Thomas

Tel: (804) 236-3662

Email: joe.thomas@dgs.virginia.gov

AERC Program Management
Arron Messer

Tel: (804) 798-9295

Email: amesser@aercrecycling.com
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Getting Started with SDDS

https://www.covsdds.com

You are about to begin phase 1 and 2 of the SDDS process as defined in table 1 on page 4 in this document. If you have not
looked at the table, please do so now and familiarize yourself with the areas that you and your organization are responsible
for. This document focuses on how to successfully register your organization into the SDDS system. Please refer to the
other documents on the SDDS web-site for other activities. Each section in this document will have a phase number, a
percentage of completion and identification of responsibility. This will show you where in the process you are and how
close you are to completing the SDDS process for your organization.

Example: " this means you are now at phase 1

Example: 17 19% this means you have completed 10% of phase 1.
Example: » Agency Administrator responsibility

Example: = Region Administrator responsibility

Example: :J Surplus Equipment Member responsibility

System Requirements

The SDDS system has been designed and tested on the following software platforms and conforms to VITA minimum
performance specifications:

Microsoft© Windows 98 SR2
Microsoft© Windows 2000
Microsoft© Windows XP Professional
Microsoft© Windows Vista

Microsoft© Internet Explorer 5 or higher

AERC Recycling Secure Data Destruction and Surplus
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1ok A BA M planning your SDDS Strategy

To take full advantage of the SDDS system, an organization should plan their surplus strategy before commencement.
AERC recommends the following checklist be reviewed as well as any additional internal planning before beginning
registration.

ChecKklist
;Z‘z:‘zf Action Item Description Next Steps Questions?
If equipment to be
. . http://www.vita.virginia.gov/procu | surplused is in-scope
Eglrjm;zwaenncte nglter\;vct rement/contractDetaiI.cfm?contrac move ahead. If not, VITA, DGS
t id=1000477 contact DGS to make
other arrangements.
. - ] - Create a location list for
Ident.lfy Inte.rnal Orga.nlzat|o.n pre-defines which the future SDDS AERC
locations Review locations will surplus. o
administrator.
Organization assigns
Identify Internal administration responsibility of
] SDDS to one person. Region Create Member list AERC
users Review .
administrators and Members also
identified.
Contact internal
To register with SDDS. The accounting for this
Registration | Internal organization will need to provide information. Inaccurate DGS
information | Review DGS with agency code, fund detail | information will cause
and revenue source codes. rejection into the SDDS
system.
Budget Procurement Ur_]derstand the cost structure of Review the contract AERC
this contract.
_ Contact Resol\_/e any concerns and/or _ VITA, DGS,
Meeting Stakeholders questions with VITA, DGS or AERC | Arrange meeting AERC as
directly before commencing SDDS needed

Once you and your organization are comfortable with moving forward with SDDS, begin the registration process.

»  Open the Internet Explorer Internet Browser and go to the Internet address:

https://www.covsdds.com

Tip

the SDDS system is secure.

S & Internet

Make sure there is an “S” after the http. This makes sure that you are using encryption and that access to

Look for a padlock icon in the bottom right of your Internet browser to confirm your secure connection.
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1 2% (A The SDDS Homepage

The AERC SDDS system is always accessed from this point. After you have successfully registered, you and other users
will continue to come to this homepage. However, once you have logged into the system with your unique username and

password, specifics to your organization will be displayed.

SDDS System Home Page

Commonwealth of
Wirginia

[\ agre Com-Cyclé
om- UC le Secure Data
AEnc e com i com gﬁrspt‘ruu;:non and
DEMONSTRATION

Solutions for Secure Data Management

-ofLi i A vehally Owned Subsidiary of AERC
& End-of-Life Electronics Pty STE
Help
Links: Ty
—
werw.vits.virginis. qoy d L
—MA ) Com-Cycle
Overview . Y
Master Contract weltome to the Secure Dats Destruction and Swplus (SDDS) home page.
E—— This site allows qualified organizations to surplus and sanitize technology
S relsted equipment as spacified in the Commonwealth of Virginia SDDS
Adrninistrative virginia.gov Contract, WA-040317-DYNT. To begin the process of using this systerm, you
Procedures Manual must be qualified by the Virginia Department of Genersl Services, €OV Program Manager:
Any guestions regarding the use of this system should be forvarded to the
VITA Contract £OV Program manager. AL LR
VITA Contract Administrator . .
jhaynes@aercrecycling.com

Information

Tel: 804,240,620
Fax: 804,798,929¢

Gregory Scearce

Fequest sn SDDS
Aecount reqory, scesrce@uits. virainis.qoy Newe: AERGotom, It
Announces Acquisition of

Secure Data Destruction and
Disposal Operations”

Forqot your password?  Tel; (804) 416-6166

Username: Fax: (904) 416-6361
Password; Contract:

Click Here

VA-040817-DYHT

Issuing Authority:

Login virginia Infarmation Technologies

Agency (VITA) Requires Adobe Reader

cerAdobe
mdu-\)

Step 1

Click the link “Request an SDDS Account” to begin. Make sure you have the following information:

o Agency Code
o Fund Detail
o Revenue Source

Without this information you cannot continue. Contact DGS if you need assistance.

> Up to the point that you receive approval from DGS to use the SDDS system, you do not need a username
or password.

AERC Recycling Secure Data Destruction and Surplus
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17 3% (A Requesting Delegation of Authority (DOA) from DGS to Surplus

For this training manual we will begin registering and requesting authority to surplus with the following information:

Agency Name Department of Test | State VA
Agency Code 123 Zip Code 23219
Contact Name | John Doe Contact Email John.doe@test.virginia.gov
Contact Phone | 804-123-1234 Agency 123
Address 123 Smith Street Fund Detail 1234
City Richmond Revenue Source | 99999
Organizations Request for Computer Delegation through DGS Page
s g:ﬁﬁ% Cormputer Delegation Reguest and Approval Form
Cancel w Please Complete the inforration belowe. It will automatically be emailed to DGS

* Required Field

“Agency Name I

*Agency Code

*Contact Name I

*Contact Phone:

*Address: |
|

*City
"State: VA v
*Zip Code:

*Contact Email: |

| TAgency | *Fund Detail | "Revenue Source

It is not the responsibility of DGS to audit codes entered.
Inaccurate information may result in resale revenue returns not
being applied to your organization

Contact your internal accounting department if you need help

To successfully complete registration, you must provide accurate information in every field.

Once you have completed the request, click “Submit” in the top left corner. Your application has now been sent to DGS for
review. You will receive an Email from DGS letting you know if your application has been approved or denied.

IMPORTANT

The application to use the SDDS system must be completed by the assigned SDDS Agency Administrator. When the
request is approved by DGS, the information provided to the system by your application is used to create the 1st

administrator user account automatically.

" The address given at registration must be the same as the billing address of the purchase order.

AERC Recycling Secure Data Destruction and Surplus
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VA% Email you receive that DGS has approved your request

SDDS Delegation Application Approved
RC@covsdds.com [RC@covsdds.com]

To

Cc

Application for Agency Delegation
John Doe
Your application for computer delegation has been Approved.

Your login credentials will be sent to you shorily via email If vou have any questions, contact Andrew Miller by Phone: (804) 521-4163 by Email:
andrew miller @ dvntek. com.

Ll Some new Email systems may see the Email sent to you as Junk Email. If you do not receive an email, check the
“Junk Email” folder.
[ Inbox (5)
= Qutbox
= Sent Items
#] Tasks
1 50%

A" Email you receive that DGS has denied your request

SDDS Delegation Application Rejected
RC@covsdds.com [RC@covsdds.com]

To:

Cc:

Application for Agency Delegation
John Doe
Your application for computer delegation has been Rejected.

DPlease contact Department of General Services at 804-236-3662 to update your information or reapply by
requesting a new delegation of authority with the correct agency codes..

If your application to use SDDS is denied, contact DGS directly for help. Refer again to section: J W% o review

information required for a successful application. Rejected applications are deleted from the system. Once you have the
correct information required to begin SDDS, reapply for an SDDS account, click the link “Request an SDDS account” on
the SDDS homepage again.

AERC Recycling Secure Data Destruction and Surplus
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17 80% A% E_mail you receive with your 1st username and password (After DGS approval)

SDDS User Account Created
RC@covsdds.com [RC@covsdds.com]
To:

Cc

SDDS Application Account Information
John Doe
An SDDS Account has been created for you.

Your username is JohnDoeWCB and password is WLIXINW

IMPORTANT

This username and password will govern how you work on SDDS. This user account administers the rest of your
organizations SDDS operation and should only be used by someone authorized to make decisions regarding an
organizations surplus. Treat this user account the same way you would treat any administrator account within your
organization.

AERC Recycling Secure Data Destruction and Surplus
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1 J9% (A ogin to SDDS for the first time

SDDS Homepage

& AERc COom: Cgcle

Commonwealth of
Wirginia

Secure Data
Destruction and

wiwwcom-cycie. m,., Surplus
Solutions for Secure Data Management DEMONSTRATION
& End-of-Life Electronics ittty oy i) SITE
Help

Links: rl

I A, \ -

Wi, vits.virginis. qou y 4

C =L 17 Overview gom\chLe
welcome to the Secure Data Destruction and Surplus (SDDS) home page. -

Master Contract

Administrative
Procedures Manual

ovirginic.gov

VITA Contract
VITA Conbract Administrator

Informstion

Gregory Scearce

Request an SDDS
Account

regory. scearce@uita. virginia. qov

Forget vour password?
Usernarne:

e

Fassword:

Tel®=04) 416-6165
Faxll (804) 416-6361

Agency (VITA)

Make note of your username and password you receive via e-mail. Open your Internet Explorer and go to
https://www.covsdds.com. Enter your username and password. Click the “Login” button when finished.

Tip

This site allows qualified organizations to surplus and sanitize technology
related equipment as spedified in the Commonwealth of Virginia $DDS
Contract, VA-040917-DYNT. To begin the pracess of using this system, you
must be qualified by the Virginia Department of General Services.

Any questions regarding the use of this system should be forwarded to the

GOV Program rmanager.

will still have to enter your username and password.

€OV Program Manager:
John Haynes
jhaynes@aercracycling.com
Tel: 504,240.6209
Fax: 804, 798.929¢6
News: AERC.com, Ing,

Announces Acquisition of
Secure Data Destruction snd

Dizpozal Operstions”

Requires Adobe Reader

Get Adobe
Reader

Add the SDDS web site to your favorites by using the Ctrl and D keys together when you are at the SDDS
homepage. Then go to the favorites menu at the top of the Internet Explorer and choose “AERC — Secure Data
Destruction and Surplus Homepage” in the future. This will bring you automatically to the SDDS homepage. You

2 DynTek - Secure Data Destruction and Surplus Home Page - Microsoft Internet Explorer

J File Edit Wil

Favarites

ools  Help

H Address I{Ej https:ff-n-w'n'.covsdds.com,’.ﬂ\SDDS

H @Bad{ - -J Dr ﬂ lj | P ) Search Hn'?Favorltes £?| --.3"_" Lh,_, -

AERC Recycling Secure Data Destruction and Surplus
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1 8% A SDDS Administration

Batch Summary Page

T
A AERc Com:Cycle

WWW.Com-cyele.com

Solutions for Secure Data Management
-of-Li i A wholly Owned Subsidiary of AERC

a End-of Llfe Electronics Solutions for Secure Data Management & End-of-Life Electronics

Assets Batches Maintenance Reports Help Logout
Print Batch List
Export Edit |ID Status| Agency Custunel S1S po Amount Final Amt
Search %, [538 [New |Demo - virginia Office

1

Congratulations! You have entered the SDDS system. After you successfully login, you are presented with the default
administration page. Additionally, your first “batch” is created for you. The batch will be empty but it will be used to
register equipment later. In this case the batch ID is 102. We will go into batch management later.

The following table briefly explains each menu item displayed:

Item Description Function Access Level

Print Prints page Information To allow batch creation reviews AA RA M

Export Exports batch summary to Excel Allows local archiving of information AA RA

Search Search for specific batches or devices | To look at batch and device details AA RA M

Assets Register or review surplus equipment | Register, Review, Search, Print, Export AA RA M

Batches E:;Lém to default batch summary Lists all batches AA RA
Creates/Edits Users and Facilities. Changes

Maintenance | SDDS Administration Passwords. Generates/Uploads New Surplus AA RA M
Spreadsheet.

Reports SDDS Report Area Creates reports on SDDS activity AR

Help Help SDDS Help Documentation AA RA M

Logout Logout Ends login and returns to SDDS Homepage AA RA M

Become familiar with each link on this page and when done, return to the default page by clicking the “Batches” button.

Phase Complete !

AERC Recycling Secure Data Destruction and Surplus
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2 (V% AR pacility and Member Registration

Now that you have access to the SDDS system, you must make the system understand how your organization is setup. The
SDDS system works on three main principles:

» Locations

» Users
> Batches
- Locations -

AERC collects thousands of units a month for surplus. To be able to complete collections efficiently, schedules are created
that reflect the accurate location of equipment that is ready for surplus. When you configure SDDS for your use, you are
required to register any location that will use the system. You may have 1 location or 100. Each location must be registered.
When you register equipment, you will have the ability to describe where, in that location, e.g. “In Room 1007, the
equipment is located.

- SDDS System Users -

Some organizations will have a few items to surplus others will have thousands. The responsibility of managing and
completing a surplus project may fall to one person or many people. For this reason, you can have multiple people
registered in SDDS to enter equipment into surplus and to manage the surplus activities for a geographical region.
However, there will only be one main administrator who will approve, deny or modify, any items requested for surplus as
well as creating Facilities, Region Administrators and/or Members

Member Type Role Description

Agency Administrator (AA) First user account created. Has complete control of the SDDS system for their
organization.

Region Administrator (RA) Created to manage regions where field offices may be located. Can
add/modify or delete users for their location/region. Will register equipment
for surplus.

Member (M) Will register equipment for surplus. Either the Administrator or Region

Administrator creates members.

Ie It is recommended in larger organizations that the AA only create RA’s. The RA can then identify within their

facility or region who will be responsible for surplus equipment registration. The RA can then create and manage
their region members.

AERC Recycling Secure Data Destruction and Surplus
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- Batches -

Surplus equipment batches are the center of tracking and control for SDDS. A batch can consist of one unit or thousands of
units. The batch can cover multiple locations with equipment entered by multiple users. AERC sees each batch as an
individual project and is accountable for 100% of the units within each batch that is approved by you. However, as long as
the batch is open and unapproved, there is no interaction by AERC to collect or process the equipment. Only when the AA
closes the batch by approving and issuing a purchase order that reflects the list of equipment and costs contained in the
batch does AERC begin the process of collection. AERC will not collect any equipment that is not contained in a batch list.
However, if multiple batches are approved to the same location, AERC will collect the equipment for each batch at once if
logistically feasible.

Batch process

This is a batch that is created when your account is approved and is also automatically created

Empty Batch after a previous batch is closed.
ID123
v
100 Computers Members enter into the batch, surplus equipment at their location(s).

100 Printers
50 Monitors

h 4

Agency Administrator audits requested surplus equipment and modifies as needed. Once the
Agency Administrator approves the batch with associated costs, the Batch is closed and cannot
be modified.

98 Computers
95 Printers
50 Monitors

h 4

Empty Batch A new batch is then created by the system and is ready to accept new surplus equipment. Batch
D124 123 is now ready for collection. All items in batch 123 will be tracked and accounted for until
they are destroyed, resold or donated by AERC.

4 4 Before you can begin registering devices, your first action item for your organization is to create a list of

your organizations facilities. The definition of a facility is:

» A Headquarters
» A Regional Facility
» A Regional Office not within a Regional Facility

A facility is NOT:

An office of a parent Regional Facility

A department

A warehouse that is part of a Facility

A home office

Location of any other unit that is a sub-unit to a parent location

VVYVYVYYV

™" Contact AERC before you create facilities if you require assistance.

AERC Recycling Secure Data Destruction and Surplus
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Once you have logged in to SDDS, click the “Maintenance” button at the top of the screen.

wwwcam-cyele. com

T N
& AERc com:Cycle

Solutions for Secure Data Management
& End-of-Life Electronics

A Owned Subsidiary
Soluthors for Secure D

Assets Batches Maintenance Reports Logout

R -

Maintenance Page

Users System
o Create/Edit Users » Anencies
s Change Password &« Regions
e Facilities
s Counties
e Fip Codes
Uploads
e Generate Mew Spreadsheet
-
o Wiew Existing Uploads
Assets Batches
s Action Codes & Status Codes
» Age Codes
s Condition Codes
» Dizsposition Codes
& Expense Codes
» Expense State Codes
e Manufaciurers
e Sanitization Codes Companies
» Asset Btatus Codes
o AssetType Codes e COmpanies
e Subtype Codes s Type Codes
» Validation Code
e Expense Schedule
» CPU Codes
» RAM Codes
» Hard Drive Codes

AERC Recycling Secure Data Destruction and Surplus
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User Types and Functions

Facilities — Can create/modify an organizations regional location

Create/Edit Users — Can create RA or M
Create/Edit Users — Can create M

AR
Can change own password
Can change own password
M
Can change own password
Tip

Options that are grayed out are not available.

2

0% (A" Creating your First Facility

Click on the “Facilities” link on the right of the Maintenance screen. You will go to the Facility list summary page.

.covsdds.com/ASDDSFacilityList.aspx - Windows Internet Explorer provided by Comcast

JFiIe Edit ‘Wiew Favorites  Tools  Help

=& ]

J@Back - O - |ﬂ @ ¥;]|/':__)Saarch *Favorites ®| [‘j-\':v :‘\F E - _J @ .ﬁ

J Address I@ http:ffre. covsdds.camf ASDDSFacilityList . asp

T B [[unks >

J GDOSIB ||Cv ;IGU +@ E - ‘ ¥% Bookmarks~ @67 blocked | "?Check ~ % Autolink - ‘l‘_, Autasl BSend v Settingsv

—
AERc Com:Cuycle

Commonwealth of
Virginia

Secure Data
Destruction and

DEMONSTRATION

Solutions for Secure Data Management et = SUI’p'US
& End-of-Life Electronics Sokitions ot secaure Gata Rianagement & Enor e Eectronies
SITE
Assets Batches Maintenance Feparts

— Facility List
Search Edit Facility Region Agency Contact Email Phone
B Q% X |Leadbetter |Region2 |Demo - Yirginia Office |Samantha Smith |ssmith@@aercrecycling.com  |(804) 550-1762

% % X [Syhia Road |RegionZ |Demo - Yirginia Office |Arron Messer amesseng@aercrecycling. com | (B04) 795-9295
Export 1

]

=
T (mernst

m’startl J a @ |§ @ J @ Windaows Media Pla... | @Micmsnft Qutlook ... | @ Document 1 Agenc,.. ”@ http://rc.covsdd... @ https: ffowa mailse. .. @ @ﬁ'@,% 10:17 PM

To create your first facility, click on the “New” button.

AERC Recycling Secure Data Destruction and Surplus
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Add Facility Page

Add Facility

*Facility MName | Contact Mame |

Agency |Dem|:| - %irginia Ofﬁcej Region

Caontact Email | Contact Phane |

Address 1 |

Address 2 |

City State IVA j *ZiplCthse a Zipcodej

After you have clicked “New”, the next page will display the above form. Fill out the form with all the details of the facility
you want to register.

VVVVVYVYYVYVY

Facility Name — Actual name of the office where the collection will occur

Contact Name — Assigned RA to this facility/region

Agency — Will only display your organization. Cannot be modified.

Region — Region is allocated by the system after the Zip Code is entered.

Contact Email — Email address of the assigned RA

Address 1 - Physical address of the facility

Address 2 - Use only if needed

State — Defaults to VA. Out of state surplus is by special arrangement only.

Zip — IMPORTANT. Every Virginia Zip Code is listed here. You must choose the right Zip code for the facility.
Confirmation of the city for that Zip Code will appear in the “City” field after the Zip code is chosen. If the city is
incorrect, choose the correct Zip code. AERC creates its collection schedule based on Zip and Region registration.
Incorrect listings will cause delays and possibly additional fees.

Once you are satisfied that your facility is correct, click the “Save” button on the left.

AERC Recycling Secure Data Destruction and Surplus
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Facility List Summary Page

a http:/ /rc.covsdds.com/ASDDSFacilityList.aspx - Windows Internet Explorer provided by Comcask - |ﬁ| ll

J File Edit ‘iew Favorites Tools Help
J @ Back - O - u @ ¥;] | /i__) Search *Favorites ®| [‘j-\':v :‘\F E - _J @ .ﬁ
JﬂddrESS I@ http: fre. covsdds  com ASDDSFariliyList  aspy j Go “Links >

J GDOSIB ||Cv ;IGU +@ E - ‘ ¥% Bookmarks~ @67 blocked | "?Check ~ % Autolink - ‘l‘_, Autasl BSend v Settingsv

Commonwealth of
- Virginia
Com'CUCle Secure IZ_)ata
AERC Destruction and
Solutions for Secure Data Management R = SUI’p'US
& End-of-Life Electronics A wirally Owred Subsicliary of AERC DEMOMNSTRATION

SOILIONS for Secure DAt Management & End-of-Life Electronics
SITE

Assets Batches Maintenance Feparts

New Facility List

search Edit Facility | Region Agency Contact Email Phone
Q% X |Leadbetter |Region2 |Demo - Yirginia Office |Samantha Smith |ssmith@@aercrecycling.com  |(804) 550-1762
% % X [Syhia Road |RegionZ |Demo - Yirginia Office |Arron Messer amesseng@aercrecycling. com | (B04) 795-9295

Print

Export

hd
& I I
m’startl J a @ |§ @ J @ Windaows Media Pla... | @ Micrasoft Gutlook .., | @ Document 1 Agenc,.. ”@ http://rc.covsdd... @ https: ffowa mailse. .. @ & ﬁ'@,% 10:17 PM

Z  40% AA

The facility list now shows the new facility you created. You will still have the ability to view and make changes to the
facility by using these icons in the “Edit” field of the facility list. Any other facilities you create will also be listed.

e Try to have the facility list planned before registering facilities in SDDS so that the creation procedure can be done

in one go.

Icon Function in Edit Field (Universal to the SDDS System)

R Views a summary of the information entered. Information cannot be modified

‘% Views a summary of the information entered and gives the person the ability to modify that information,
if the user security level allows modifications.

X Deletes the entry. Note: An entry cannot be deleted after an item is either registered and attached to a
facility or is a component of a closed batch.
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2 50% AA

Creating Region Administrators and Members

Now that you have the facilities created, the next step is to create the Region Administrators (RA) and Members (M). As
mentioned earlier, larger organizations may want to delegate the creation of Members to the Region Administrators. For
this training manual we will create RA’s for both facility locations and then an RA will create a member. The Agency
Administrator can add/modify or delete any account in the system. The RA can add/modify or delete any Member. The
Member cannot change any user information.

» Login to SDDS as the Agency Administrator

» Click “Maintenance”
» Click “Create/Edit Users”

User List Page

.covsdds.com/ASDDSUserList.aspx - Windows Internet Explorer provided by Comcast
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In the User List Page, there will already be one user created. This is the Agency Administrator account that was created by
the system when your request for delegation of authority to surplus by DGS was approved. Now you want to create a new

RA account.

»  Click on the “New” button on the left
» Make sure the “Region Admin” option is chosen in the Role drop-down menu
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Add User Page

Add User

*Role IW;,

*hgency IDemo - %irginia Office j

Regian

*Facility [Choose a Facility =]

*Lagin 1D | *Paszword |
First Mame | Last Marne |
Email | Phane |
Address 1 |

Address 2 |

City | State |VA j Zip IChoose a Zipcodej

The add user page lets you create the users that will assist you with your SDDS project. All fields must be filled out
correctly. The address and Zip of the RA must correspond to a facility or region that he/she will be responsible for. This

will let the SDDS system recognize automatically which region the RA can manage. Once you have entered the information

needed, click the “Save” button on the left.

Updated User List Page
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The user you created will now display on the User List Page. For example, a Region Admin login was created for Arron

Messer.
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Account Creation Notification

SDDS User Account Created
RC@covsdds.com [RC@covsdds.com]
To:

Cer

SDDS Application Account Information
David Smith
An SDDS Account has been created for you.

Your username is dsmith and password is vadeptest

After a username/login is created, the user will receive an email notifying that an SDDS account has been created.
The AA will continue to create RA’s for each region until all facilities and regions are covered.

g There can be multiple RA’s for each region. However, if the same person is to be an RA for more than one region,

they must have an additional user account created to reflect the additional regions they will cover.

2 60% AA RA

You are now ready to create members.

(L Remember that an RA can only create members for their own region. An AA can create members for all regions.
»  Go to https://www.covsdds.com.
» Login with your username and password.
»  Click on the Maintenance button.
»  Click the “Create/Edit users” link.
»  Click the “New” button on the left.
» Make sure the “Member” option is chosen in the Role drop-down menu.
» Once you have entered all the information, click the “Save” button on the left.
Add User
*Role IMember 'I
*hgency IDemo - %irginia Office j
Regian
*Facility IChoose a Facility 'l
*Lagin 1D | *Paszword |
First Mame | Last Marne |
Email | Phone |
Address 1 |
Address 2 |
City | State |VA j Zip IChoose a Zipcodej

A Members registration will be different from a Region Administrators registration page. The “Facility” option will only
show the facilities assigned to each Region Administrator if the Region Administrator is creating a Member. The “Role”
option will only show Member for the Region Administrator. For the Agency Administrator, all facilities and roles are
available. The Member will receive an email that tells them that an account has been created for them. The member can
then begin the process of device registration for surplus. Please refer to the device registration document for guidance on
the correct registration of surplus equipment.

The AA and RA can now continue to register as many people as needed to successfully work in the SDDS system.

AERC Recycling Secure Data Destruction and Surplus
Page 22 of 23



Password Management

Z T0% RA M

Once the RA or M receives notification that they have been assigned an SDDS account they must login into the SDDS
system and customize their password for security purposes. This also applies to Agency Administrators and Members

Go to https://www.covsdds.com.

Enter the username and password given in the Email notification.
At the next page, click the “Maintenance” button.

Click the “Change Password” link.

VYV VY

2 80% AA RA M
IMPORTANT

VITA Security standards require you to have a minimum 8 character alphanumeric password.

Examples:
Password: 12345678 — Wrong
abcdefghi — Wrong
abcd1234 — Wrong
Qh2U57Cb — Correct Format Example
Change Password
*Original I
Passward
*New Password |
*Confirm Mew I
Passward
»  Enter in the password given by email in the first field.
» Type in the new password in the second field.
» Retype the new password in the third field.
» Click the “Save” button when you are finished.
»  Click the “Logout” button to go back to the SDDS Homepage.
>

Enter your username and new password to go back into the SDDS system.
Forgotten Passwords

If you forget your password, please contact the AERC Program Manager to have your password reset.

2 90%
- Summary -
Responsibility Milestone SDDS Location Output
Responsibility Create Facilities | Login, Maintenance, Facilities SDDS Locations Identified
AA Create RA's Login, Maintenance, Create/Edit Users | Regional Administrators
AA  RA Create Members | Login, Maintenance, Create/ Edit Users | Members
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